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[bookmark: _GoBack]Introduction
The office of the Privacy Commissioner launched an investigation on March 20, 2018, regarding the recently released media reports on the illegal access and the use of Facebook media profiles. This was after complains which involved Cambridge Analytica prompting an investigation. The aim was first to confirm if indeed the Facebook users accounts of users in Canada was affected in any way.  The role of the investigation is to find out whether Facebook complied with Canada's Federal private sector privacy law i.e. the Personal Information Protection and Electronic Documents Acts (PIPEDA).  This executive summary, therefore, is meant to bring out my approach on the review from the perspective of a privacy commissioner’s office by looking at the key issues and concerns.
Key issues and Concerns
Facebook is in charge of data from very many people who are the users. Therefore, I believe there is a need to closely have proper laws that restrict the firm such as Cambridge Analytica from having such easy access to the information with an aim to collect the information from the users without their consent. Therefore, there is need to come up with tight laws that are not only bureaucratic but also ensure heavy punishment is given to those who engage in such an act without following the required process. Merely suspending such companies through denial of access to information in my view is not enough. This is because there are commentators who take the opportunity in such occurrences with an aim to sabotage Facebook at large. This explains the shrinking of its stock and the sudden drop which can easily be avoided if the correct and safe processes for information access are put in place.
Cambridge Analytica being a political firm with an aim to collect psychological profiles of voters must face a serious investigation to get to understand its dealings now that it can easily purchase the data from a researcher without bothering to investigate the source and aim of such information. Users might, for instance, download an app without a prior knowledge that the app collects their private information which according to my judgment is not in order. Furthermore, since most of the users may be ignorant of Global Science Research's aim which was to further access the data from their Facebook friends, Facebook must take responsibility to ensure they understand every bit of operation of an application before they allow such cooperation. I believe such an act should move Facebook into speed to ensure data protection laws are adhered to before entering into transactions that are harmful to its name and the clients' privacy.
I suspect Wylie's assertion, even though he left Cambridge Analytica, is somehow truthful. This is a good lead as to why the data firm had to lie to the British Parliament yet admitted later in a statement to New York Times of having obtained the data. I am interested to know the reason why the company would fail to know rules thus violate the Facebook privacy rules at a later date. This is clear evidence that the due process involved in the transaction between Facebook and Analytica needs further investigation. Furthermore, GSR failure to adhere to data protection regulations is something that indicates consistence in violation of the law when it comes to research companies. Cooperation of Cambridge Analytica with Facebook while deleting the Facebook data is fishy. Statement issued by Facebook is a clear evidence of an attempt to protect Cambridge Analytica. My opinion is that Christopher who is the whistleblower would act as a good source of information in this investigation even though the fact that this comes out after he has left Analytica should also be considered in the determination of the truthfulness in the information he provides.
The claim that Cambridge Analytica has been in talks with Russian oil companies through a psychologist who works on Russian funded projects is a lead to some findings. Facebook has to come out clear since as a privacy commissioner I agree that indeed this could act a lead to findings ‘on whether indeed Moscow might have used the same to interfere with the US election of 2016. The association of Cambridge Analytica with guys such as Bannon and the Republican megadonor could also be a good lead to the truth. Bannon, having been a right-wing personality for political groups in several years and CEO of Breitbart News, further leads us to a perception of a possible hand in tampering on the 2016 elections. Furthermore, funding given by people such as CEO Robert Mercer at various levels of government should not be taken for granted. These huge donations and a good link between these personalities give us clear evidence that there is an interest they seek to achieve even as they pump a lot of cash into the political class.
The Facebook Executive Mark Zuckerberg's response is good even though he doesn't explain why he fails to protect customers' data. Presence of abusive apps is an indication that Facebook has failed in accessing applications before allowing them to operate on their platform which then brings about the question of who is to be responsible. Sharing information about other people without their consent should never be treated lightly. The app created by Kogan allowing sharing of the data of other people needs investigation as to how he got such permission from Facebook. The access to millions of users’ data is an issue that remains disturbing since any manipulation of such a data could imply a lot. Having been informed as early as 2015, Facebook needed to have taken stern action against Kogan apart from just banning the operation of his application on Facebook. This would then have acted as a warning against individuals who might engage in such violation of human rights on privacy.
Zuckerberg might have viewed the occurrence like just a breach of trust between Facebook, Kogan and Cambridge Analytica but it was more than that. Such a breach of trust with people who share their data with Facebook has far reaching implication compared to the mistrust that developed between the various companies. I firmly believe this is an area that needs a permanent solution if Facebook is to maintain the client base it now commands. A proper audit of application with a large data pool is important since many more might be conducting such operations against Facebook without their knowledge. Users’ denial of data access by the various apps will also be key in preventing the third party developers who might be fishy in their dealings with Facebook. This is indeed possible when the privacy tools used by Facebook are further strengthened and the policy made clear as they enter into various transactions with other companies.
Conclusion
In conclusion, it is indeed true that Facebook case needs a proper analysis to confirm the extent of data insecurity in it. Therefore the company needs to do more to address the condition completely failure to which might cause a great loss. The effort to ban developers who misuse clients' information is as well important. Therefore, as a privacy commissioner, I believe a lot needs to be done to ensure Facebook as a company in partnership with developers does not mismanage or violate the privacy of the information of the customers which might have implications in other areas such as their rights to freedom of expression through voting. If these are addressed, then the issues arising even in the political class whose investigation comes back to data misuse and breach of privacy on social media such as Facebook would be a thing of past.
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